Semester:

4 Course No.: 405 Course Code: AEC214-2C

Course Title:- Microservices Backend - |1

Credits: 2

Course Category: ABILITY ENHANCEMENT COURSE

Course Outcomes: On successful completion of the course the learner will be able to

CO# COGNITIVE COURSE OUTCOMES
ABILITIES
Cco1 REMEMBERING |Recall key patterns and concepts related to resilience and scalability in

microservices (e.g., Circuit Breaker, statelessness).

CO2 | UNDERSTANDING

Describe the fundamental concepts of service discovery, registration,
configuration management, caching, and load balancing in a microservices
architecture.

CO3

APPLYING

Build a basic RESTful API using Java (e.g., with Spring Boot), including
defining controllers and handling request/response.

CO4

ANALYSING

Analyse the security and operational considerations for deploying and
managing microservices in a Fintech context, identifying key challenges and
potential solutions

COs5

EVALUATING

Compare and contrast different approaches to building and containerizing a |
microservice, considering factors such as development speed, deployment ef

and maintainability in a Fintech context
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1

Resilience, Scalability & Operational Concerns

Designing for Failure.

Key Pattern: Circuit Breaker.

Service Discovery & Registration.
Configuration Management.

Basic Scalability Concepts.

Introduction to Caching.

Introduction to Load Balancing.
Introduction to Containers: Docker Basics.
Fintech Context: High availability focus.

10

Security & Monitoring Fundamentals

Microservice Security Principles.

Authentication vs. Authorization.

Introduction to JWT (JSON Web Tokens).
Importance of Logging & Monitoring.
Centralized Logging.

Health Checks.

Fintech Context: Security emphasis.
Authentication and Authorization (JWT, OAuth2)

10

Building & Containerizing a Basic Microservice (Java)

Building RESTful API (Controllers, Request/Response Handling).
Basic Data Persistence.

Basic Error Handling.

Logging.

Unit/Integration Testing Basics.

Containerizing: Simple Dockerfile for the app, build/run locally.

10




Suggested Text Books:

1. "Building Microservices, 2nd Edition" by Sam Newman (O'Reilly, 2021)

2. "Microservices Patterns: With examples in Java" by Chris Richardson (Manning,
2018)

3. "Microservices Security in Action" by Chase Douglas (Manning, 2020)

Suggested Reference Books:

e "Site Reliability Engineering: How Google Runs Production Systems" by Betsy
Beyer et al. (O'Reilly, 2016)

e "Java Microservices in Action" by John Carnell (Manning, 2017)

"Kubernetes Up & Running, 3rd Edition" by Kelsey Hightower, Brendan Burns, and
Joe Beda (O'Reilly, 2023)

e "Microservices: Up and Running" by Ronnie Mitra and Irakli Nadareishvili (O'Reilly,
2020)



